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Combatting the Rise of Cyberbullying and Psychological Warfare Through Manipulation of Social Media (UNICEF/UN Office on Drugs and Crime -UNODC – Joint Session)

It is no secret that nations are now conducting psychological warfare against each other using social media and other platforms for manipulating public impression management.  However, what is the impact on future generations when the target is young people who are especially vulnerable, avid consumers of social media, and do not have the experience to discern what is true and what is fake or bogus?
In this so far relatively empty space UNICEF is a leading agency focuses on safety of children and young people online, combating cyberbullying, and developing global public awareness campaigns and resources.  UNODC plays a complementary role countering cybercrime and combating efforts to prey upon the vulnerabilities of young people in the cyber domain.  
The facts relating to harmful social media impact are daunting. According to the World Health Organization (WHO) globally one of six people are aged between 10 – 19 years old.    Among this group one in seven experience mental disorder and depression caused in part by exposure to social media and cyberbullying.  This in turn leads to a harmful outcome such as suicide, which is the third largest cause of death among young people and rising.
Is Social Media even a governable space?

OVERVIEW
Social media platforms have become powerful tools in modern psychological warfare, with nations, groups, and individuals using online manipulation to influence public opinion. Young people—heavy users of social media—are especially vulnerable. Many lack the experience to distinguish truth from misinformation, making them prime targets for cyberbullying, harmful content, and digital exploitation.
This Joint Session brings together UNICEF, the UN’s leading agency for child online protection, and the UN Office on Drugs and Crime (UNODC), which combats cyber-enabled crime, to examine how the international community can safeguard young people from psychological harm in a rapidly evolving digital landscape.
KEY CONCERNS
1. Cyberbullying and Mental Health
· According to the WHO, 1 in 6 people worldwide are aged 10–19.
· 1 in 7 adolescents experiences a mental disorder, with social media exposure contributing significantly.
· Suicide is now the third leading cause of death among young people and rising.
2. Online Manipulation and Psychological Warfare
· States and non-state actors weaponize social media to influence perceptions, amplify fear, and destabilize societies.
· Young users are frequent targets due to their high engagement and limited experience in detecting misinformation.
· Online hate, harassment, and algorithmic manipulation increase emotional vulnerability.
3. Crime, Exploitation & Digital Vulnerabilities
· UNODC reports rising cyber-enabled crimes against minors, including grooming, extortion, trafficking recruitment, and identity exploitation.
· Many national legal systems lack clear, enforceable frameworks to protect minors online.
· Tech companies often resist regulation or enforce content moderation inconsistently across countries.
4. A Policy Gap in a Borderless Space
· Social media transcends national borders, making governance difficult.
· The question remains: Can social media ever be effectively governed at the international level?

OPPORTUNITIES AND POSITIVE DEVELOPMENTS
· UNICEF spearheads global digital safety campaigns, curriculum tools, and public awareness initiatives.
· UNODC advances cross-border law enforcement cooperation and cybercrime prevention.
· Growing interest in AI-driven content moderation and fact-checking tools.
· International momentum for online safety regulations (e.g., UK’s Online Safety Act, EU’s Digital Services Act).
MAJOR QUESTIONS FOR DELEGATES
1. How can countries protect children and teens from cyberbullying and harmful psychological manipulation?
2. Should there be global standards for child online safety and digital literacy?
3. How can UNICEF and UNODC collaborate to combat cybercrime targeting young people?
4. What responsibilities should social media companies bear in preventing harm?
5. How can misinformation, manipulation, and state-sponsored digital warfare be addressed without infringing on free speech?
6. Is international governance of social media realistic—or even possible?
POSSIBLE POLICY DIRECTIONS
· Global framework for child online safety (education, reporting tools, mental health support).
· Stronger international cooperation on cybercrime enforcement.
· Requirements for social media platforms to identify and remove harmful content targeting minors.
· Digital literacy programs in schools to strengthen resilience against misinformation.
· UN-led awareness campaigns focused on bullying, manipulation, and online mental health.
· Mechanisms for rapid response to online crises affecting youth (viral harmful challenges, mass harassment, targeted manipulation).

CONCLUSION
Young people are on the front lines of a new form of psychological warfare—waged not on battlefields, but on mobile screens. UNICEF and UNODC must work together to create policies that protect children, reduce cyberbullying, counter manipulation, and uphold digital safety in an era where social media’s power continues to outpace global governance.






